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Modern banking is subject to an ever-growing set
of regulations that put enormous pressure on staff
to meet every requirement. Regulatory require-
ments have become a daily focus of attention the
practical observance of them is exposed to both
traditional banking risks and cyber risks caused
by the technological revolution. In this regard,
regulatory requirements have gone beyond the
realm of credit or liquidity risk monitoring, capital-
ization of banking institutions, shifting the focus
to increasing risks of real-time transactions, client
risks, and risks caused compliance with report-
ing standards and managing data arrays. The IT
component of risk factors has changed the priori-
ties of prudential policy with a focus on protect-
ing banks from cyber and digital banking risks.
One such measure is the voluntary and anony-
mous exchange of information on cyber incidents
between market participants. For this regulatory
requirements may be introduced for mandatory
testing and modeling of cyber incident response.
Key words: market regulator, National Bank of
Ukraine, banking sector, banking risks, fintech
companies, cyber risks.

CospemeHHasi  6aHKOBCKasi  0esime/IbHOCMb
MOOYUHSIEMCST pacmywjeMy Ko/iu4ecmsy Hop-
MamusHbIX mpebosaHul. Bsoosi 0oro/iHUmeYib-

Hble mpebosaHusi, nMpydeHyuasbHast noaUMuUKa
CMpeMumcsi  CHU3UMb  poCm  MPaocUYUOHHbIX
6aHKOBCKUX — PUCKOB, BK/IO4asi — KPEOUMHbIe
PUCKU, U 3auumumb OmM PUCKOB, CBS3aHHbIX
C mexHosioauyeckol pesosoyuell. B csa3u
C aMuM HopMamusHble mpebosaHusl BbILW/IU 38
ppaMKu MOHUMOPUHaa KpeoumHo20 pucKa, pucka
JIUKBUOHOCMU U/IU Kanumasiusayuu 6aHKOBCKUX
y4pexoeHull, CMecmus akyeHm Ha pacmywjue
pucku mpaH3akyuli 8 peasibHOM BPEMEHU, K/1u-
eHMCKUe PUCKU, PUCKU COOMBEMCMBUS CMaH-
O0apmam omyYemHOCMU U yrpas/ieHue Mac-
cusamu OaHHbIX. UT-KOMMOHeHmM ¢hakmopos
pucka U3MeHu/1 puopumems! npyoeHyua/IbHou
MO/IUMUKU C aKYeHmoM Ha 3awumy 6aHKos om
KUbEppUCKoB U PUCKOB YUGHPOoBo20 baHKuH2a.
OO0HUM U3 makux Meponpusimuli  sis/siemcst
006p0OBO/TbHBIL U @HOHUMHBIU 06MeH UHgbopma-
yueli 0 KubepuHyudeHmax Mexoy y4acmHukamu
pbiHKa. C amol yesibio Mo2ym 6bimb 88e0eHb!
HopMamusHble mpebosaHusi  0653ame/IbHO20
mecmuposaHusi U MOOE/ILPOBaHUST BO3MOXHO-
cmeli peacupoBaHusi Ha KUGEPUHUYUOEHMbI.
KntoueBble cnoBa: pezy/1smop pbiHka, Hayu-
OHa/TbHbI BaHK YKpauHbl, 6aHKOBCKUL CeKmaop,
6aHKOBCKUE PUCKU, (hUHMEX-KOMIaHuu, Kubep-
pucku.

CyuacHutli 6aHKiscbkuUU 6I3HeC rMiornopsioKoByeMbCS 3p0CMarodill Kiflbkocmi HopMamusHUX BUMOR. Hak/adarodu dodamkosi sBumMoau, rnpyoeHyitiHa nosiimuka
HamazaembCsi CmMpUMyBamu 3p0CmaHHsT mpaduyiliHuX 6aHKIBCbKUX PU3UKIB, 30KpemMa pu3UKis KpedumysaHHs!, ma 3abesrnedysamu 3axucm 8i0 HOBIMHIX
PU3UKIB, CIPUYUHEHUX MEXHO/02IHHOK pesositoyieto. KiHUesor Memoro peay/IsimopHUX BUMO2 € 3aXUCm iIHMepecis BKIaOHUKIB ma iIHBECMOpIB GaHKIBCHKOI
ycmaHosu. Lji mpobaemHi numaHHsi HOOHOPa3080 cmasasiu MPeOMemoM yBa2u HOPMamUBHO-IHCMPYKMUBHUX aKmig pezy/Isimopis PUHKY ma BUCBIM/IH-
Ba/IUCS] B8 @HA/IIMUYHUX 02/1510aX 6aHKIBCbKO20 CEKMOpY HayioOHasIbHOI ma CBIMoBOI eKOHOMIKU. Y MUHY/IOMY npubymkosa ma cmabi/ibHa Oisi/ibHicmb 6aH-
KIBCbKUX YCMaHoB BU3Ha4Yas1acsi eqheKmuBHICIO yrpas/iiHHs HUMU KpeoUMmMHO-0erno3umHumM rnopmebesiem ma po3po6/1eHHsIM 38a)KeHOi BIOCOMKOBOI Moii-
muKu. O0HaK yMoBU ¢hYHKUIOHYBAHHST Cy4acHO20 6aHKIBCLKO20 BI3HECY ICMOMHO 3MIHU/IUCS. 3p0CMaHHs1 KOHKYPEHU, CpUudUHEHe He iuuwe OisiMu 6aHKiB,
al ¢hiHmex-komnaHitl, 3Mywye 6aHKIBChbKI ycmaHoBU B0asamucs 00 3ax00i8, WO MiOBULYHOMb MOBI/IbLHICM, 3py4HICMb ma 00CMyTHICMb 6aHKIBCLKUX
10¢/1y2, O0HaK CripUYUHSIFOMb MPU UbOMY BUHUKHEHHST HOBUX MEXHO/02IHHUX ma iHghopMayitiHUX pU3UKIB. Y 38'S13Ky i3 UUM pe2y/ISimOopHI BUMo2u BUliuLIU
3 M/IOWUHU Haz/1si0y 3a PiBHEM KPEeOUMHO20 PU3LKY, PU3UKY /IIKBIOHOCMI YU 3a6e3neqeHHsT karimastizauyil 6aHKIBCbKUX yCmaHO8, 3MIHIOKHU ¢hOKYC yBacu Ha
3pocmarodi pusuKu - orepayitl y pexxumi peasibHo20 Yacy, K/iEHMCbKI PUSUKU, PU3UKU, 108'A3aHi 3i 00mpumMaHHsM cmaHoapmis 38imHOCMI ma yrnpas/liHHsIM
macusamu 0aHUX. IHghopmayitiHO-mexHosI02i4HUL CK/Ia0HUK PUSUK-(baKmopis 3MIHUB rpiopumemu npyoeHYitHOI MOAIMUKU 3 aKYeHMOM yBaau Ha 3axucmi
6aHkiB 8i0 KibepHebe3rnek ma pu3ukis Yughposo2o baHkiHay. OOHUM i3 makux 3axodig po3a/isidaembCsi 006P0BIIbHUL ma aHOHIMHUU 0BMIH iHghopmayiero
PO KIbePIHYUOEHMU MiX y4acHUKaMu PUHKY. Pe2y/ismopu MoXymb po3pobumu Mooe/ib OUiHIOBaHHS PUSUKIB ma BUMazamu 060B8'I3K08Y 38IMHICMb
000 BU3HAYEHHS1 (haKmUYHO20 YU MOMeHYItiHO20 IX Br/IUBY, a makox 3abe3neqyumu 6e3snepepsHuli ma cripouweHuli 06MiH iHghopmauyjieto. I3 yieto Memoto
MOXymb 6ymu 3arposadeHi pe2y/IsmopHi BUMO2U A0 060B'3K08020 MecmyBaHHs1 ma MOOe/TBaHHs MOXJ/TUBOCMeU peazyBaHHS1 Ha KIbepiHYUOeHMU.

KntouoBi cnoBa: peaysisimop puHKy, HayioHa/ibHUl 6aHK YkpaiHu, 6aHKiBCbKuli cekmop, 6aHKIBChbKi pU3UKU, thiHmMex-KoMnaHii, KIbeppu3sUKU.

Introduction. Modern banking is subject to an
ever-growing set of regulations that put enormous
pressure on staff to meet every requirement. Regula-
tory requirements have become a daily focus of atten-
tion the practical observance of them is exposed to
both traditional banking risks and cyber risks caused
by the technological revolution. The threat and impact
of cyberattacks on the banking sector is increas-
ing, and market regulators are increasingly trying to
address cyber risk and cybersecurity. In addition, by
imposing additional requirements, macro-prudential
policies may deter lending to over-risky borrowers
or create the necessary capacity to absorb losses in
specific sectors or countries.

Literature review. These problematic issues
have been repeatedly considered in market regula-
tors’ documents [1-4], numerous banking sector
outlooks [5-7] and scientific researches [8-9]. Reg-

Vil Bunyck 36. 2019

ulatory requirements have gone beyond the realm
of credit or liquidity risk monitoring, capitalization of
banking institutions, shifting the focus to increasing
cyber risks of banks and their clients. The IT compo-
nent of risk factors has changed the priorities of pru-
dential policy with a focus on protecting banks from
cyber and digital banking risks.

Aims. The field of modern market regulation is
being expanded to protect both the bank and its cus-
tomers from cyberattacks. The purpose of the article
is to analyze current regulatory problems and cyber
risks impact on their.

Results. The modern banking business is facing
a number of regulatory problems. Summarizing their
impact on the banks’ activity the analytical review [5]
highlights the following issues:

— Expanding the scope of regulation;

— Management risks through real-time operations;
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— Client-related risks;

— Risks associated with reporting standards;

— Data management risks.

The expansion of the regulatory field on both
national and global markets is driven by an increase
in the number of regulatory requirements and super-
visory authorities.

Management risks are associated with the real-
time calculations that are needed to comply with reg-
ulations such as Basel III.

Regarding client risks then the banks must
respond to increasing concerns about money laun-
dering and terrorist financing. Even if they launder
money unknowingly, they will still face huge repercus-
sions from regulators.

Different reporting standards force banks to dou-
ble calculation and consolidate data. For international
banks, this means varying the recording standards
used across different countries.

The legal consequences of data mismanagement
can have a serious impact on the banks’ activity that
has inadequate data management procedures due to
speeding up document processing or poor data secu-
rity, including cyber-attacks.

The main sign of modern banking is a necessity to act
under the circumstances of technological revolution [9].

In the past, the profitable and stable banking activ-
ity has been determined by the effectiveness of man-
aging their credit and deposit portfolios and devel-
oping a balanced interest rate policy. However, the
conditions of today’s banking business have changed
significantly. Increased competition, caused not only
by the actions of banks but also by fintech-compa-
nies, is forcing banking institutions to take measures
that increase the mobility, convenience and accessi-
bility of banking services, but at the same time create
new technological and information risks.

Current regulatory problems are related to the
issue of effective cyber risks management. There are
two points of view to this.

— One view is that the evolving nature of cyber
risk is not amenable to specific regulation and that
cyber issues can be handled with existing regulations
relating to technology and/or operational risk.

— The other view is that regulatory structure is
needed to deal with the unique nature of cyber risk,
and given the growing threats resulting from an
increasingly digitized financial sector [4].

The IT component of risk factors has changed
the priorities of prudential policy with a focus on pro-
tecting banks from cyber and digital banking risks.
One such measure is the voluntary and anonymous
exchange of information on cyber incidents between
market participants. For this regulatory requirements
may be introduced for mandatory testing and model-
ing of cyber incident response.

Another challenge to regulation comes from the
spread of fintech: the use of new technologies to

develop and distribute financial products and ser-
vices. The evident benefits of fintech relate to the
potential reduction of transaction costs and the
prospect of greater financial inclusion around the
world. In the view of its enthusiasts, fintech will be
radically disruptive, breaking industry boundaries and
upending financial intermediation by eliminating tra-
ditional banks. There is a lot of exaggeration in this
view. The footprint of new fintech firms is still rather
small. The new technologies — notably blockchain,
artificial intelligence, machine learning and decision
algorithms — are already being used by incumbent
banks and asset managers who are not about to be
swarmed by a host of nimble small fintech firms [6].

Problems in the banking sector also extend to
the non-banking sector because of the strong links
between them. From a regulatory perspective, we
need to establish at least two lines of defense for
evolving risks. First and foremost, the non-bank finan-
cial sector needs to have solid prudential standards.
But this will not be sufficient if risks evolve more
broadly and across institutions. We will also need an
extension of the macro prudential toolkit to the non-
bank financial sector, in order to provide the authori-
ties with the means to address risks at system level.
While the macro prudential framework for banks is
relatively well developed and provides authorities
with tools to address cyclical and structural systemic
risks, the framework for non-banks is still in its infancy
and needs to be further developed [10].

Conclusions. Fintech companies are much
less regulated than traditional banking institutions,
although banks and fintech companies competing in
many areas. As it has been established, new tech-
nologies create new risks and do not eliminate the
old ones, which justify the need for additional market
regulation. Asymmetry of information does not dis-
appear with the introduction new ways of providing
financial services. Asymmetry of information does
not disappear with the introduction of new ways of
providing financial services. Considering that fintech
companies offer only part of the services provided by
traditional banks regulator’s inclination to preferences
in favor of new market entrants is unjustified because
competition in the financial sector is sufficient.

Since on the banking market banks begin to com-
pete with non-banking institutions, the market regula-
tion should be carried out in two ways: firstly, to cre-
ate favorable market environment, and, secondly, to
protect consumers from the risks of both banks and
fintech companies.
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PECULIARITIES OF MODERN BANKING MARKET REGULATION

The purpose of the article. The conditions of modern banking have changed significantly. Along with
credit risks, banks are affected by digital and cyber risks. Therefore, the field of market regulation is being
expanded to protect both the bank and its customers from cyberattacks. The purpose of the article is to ana-
lyze current regulatory problems and cyber risks impact on their.

Methodology. These problematic issues have been repeatedly considered in market regulators’ docu-
ments, numerous banking sector outlooks and scientific researches. Analysis peculiarities of modern banking
market regulation is based on taking into account the risks spectrum of modern banking and the competition
intensification in the banking market.

Results. Modern banking is subject to an ever-growing set of regulations that put enormous pressure on
staff to meet every requirement. Regulatory requirements have become a daily focus of attention the practical
observance of them is exposed to both traditional banking risks and cyber risks caused by the technological
revolution. In this regard, regulatory requirements have gone beyond the realm of credit or liquidity risk moni-
toring, capitalization of banking institutions, shifting the focus to increasing risks of real-time transactions, client
risks, and risks caused compliance with reporting standards and managing data arrays. The IT component
of risk factors has changed the priorities of prudential policy with a focus on protecting banks from cyber and
digital banking risks.

One such measure is the voluntary and anonymous exchange of information on cyber incidents between
market participants. For this regulatory requirements may be introduced for mandatory testing and modeling
of cyber incident response.

In addition, traditional banks are much more regulated than fintech companies, although banks and fintech
companies competing in many areas. As it has been established, new technologies create new risks and do
not eliminate the old ones, which justify the need for additional market regulation. Asymmetry of information
does not disappear with the introduction new ways of providing financial services. Asymmetry of information
does not disappear with the introduction of new ways of providing financial services. Considering that fintech
companies offer only part of the services provided by traditional banks regulator’s inclination to preferences in
favor of new market entrants is unjustified because competition in the financial sector is sufficient.

Since on the banking market banks begin to compete with non-banking institutions, the market regulation
should be carried out in two ways: firstly, to create favorable market environment, and, secondly, to protect
consumers from the risks of both banks and fintech companies.

Practical implications. Introduction of new regulatory requirements will help create a competitive environ-
ment on the banking market and enable banks to more effectively manage emerging risks.

Value/originality. We have considered the features of current regulatory policy. These problematic issues
are important for both banks and fintech companies. New financial technologies and their implementation in
banking practice determine the prospects for further research in this area.
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