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AOCNIMDKEHHA OCOBI'IVIBOCTEI?I HE3AJNIEXKHOIO AYANTY
ANA NONEPEAKEHHA LUAXPANCTBA BAHKIBCbKOI'O NMEPCOHA/Y?
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CyMcbkuili aepxaBHuii yHiBepcuteT

lMonepedumu waxpalicmso 6aHKIBCbKO20 nep-
COHa/ly Ha piBHI MexHo/IoiHHUX 3acobis abo
peasiaMeHmis  MPaKkmMuUyHO HEMOXJIUBO, MOMY
akmya/ibHoKo € npob/ieMa opaaHisayii cucmemu
He3a/iexHo20 ayoumy. Y pasi waxpalicmsa nep-
COHasly Cy)6i BHYMPIWHL020 ayoumy GaHKy
BaXKO 3abe3nedumu rosHy He3a/lexHicmb y
0isix | HeynepedxeHicmb y cyoxerHsix. Oco-
6/1UB020 3Ha4eHHs1 Habysae 30BHIWHIL ayoum
6aHKy, OCHOBHUMU Xapakmepucmukamu sIKo20
€ He3a/IeXHICMb | 06’EKMUBHICMb, MOX/IUBICMb
oyiHUMU pU3UKU waxpalicmsa nepcoHany ma
BUSIBUMU €/1abKi CMOPOHU Y QhYHKUIOHYBaHHI
cucmemu Kibepbe3sneku b6aHky. Cucmema Hesa-
JIEXHO20 ayoumy MOBUHHA BUKOPUCMOBYBamu
6asy 0aHux waxpaticms, 3armoBHEHY CUCMEMOK
PpOod-MOHIMOPpUHRY 6aHKy, a makox rnepesi-
psimu peakyjito 6aHKy Ha surnaoku waxpaticmsa
6aHKIBCbK020 nepcoHaty. Ii ckradosoro yacmu-
HOl Mae 6ymu oyiHka pusuKy waxpalicmsa
6aHKIBCbKO20 nepcoHany. Lie cmsoproe ymosu
07151 BUKOPUCMaHHSI PU3UK-OPIEHMOBAH020 [1i0-
X00y Mi0 yac robydosu r/aaHy ayoumy.

KntouoBi cnoBa: 6aHkiBCLKULl epcoHar, rnone-
pedxeHHs1 waxpalicmsa, (hpod-MOHIMOopUHe,
OUiHKa pU3UKY, HesasiexHuUll ayoum.

lNpedynpedumb  MOWeEHHU4YeCmMBo  b6aH-
KOBCKO20 MepcoHasna Ha YPOBHE MEXHO-

J102U4eCKUX cpedcms U/u  pezsameHmos
fpakmuy4ecku HeBO3MOXHO, MO3MOMY aKmy-
anbHoU siBnissiemcsi npobnema opaaHu3ayuu
cucmembl He3asucumoz2o ayouma. B cnyyae
MOWeHHUYecmsa rnepcoHana Cryx6e BHy-
mpeHHe20 ayduma mpydHo obecreyums
MO/IHYK He3asucumocms 8 Odelicmsusx U
becrnpucmpacmHocmb 8 Cyxo0eHusix. Oco-
6oe 3HadyeHue rpuobpemaem  BHeWHUU
ayoum 6aHka, OCHOBHbIMU Xapakmepucmu-
Kamu Komopoeo S18/1SIHOMCs He3asucuMocmes
U 06bEKMUBHOCMb, BO3MOXHOCMb  Oye-
HUMb PUCKU MOWeHHUYecmsa nepcoHana
U BbISIBUMb C/1abble CMOPOHbI CUCMEMb]
KubepbesonacHocmu baHka. Cucmema Hesa-
BUCUMO20 ayduma O00/MKHa UCMo/b308amb
6a3y OaHHbIX, 3ano/iHeHHyr cucmemol
ppod-MOHUMOpPUHaa 6aHKa, a makxe npo-
Bepsimb peakyuto b6aHka Ha c/lydau MOWeH-
Huyecmsa nepcoHana. Ee yacmbto OO/MKHA
6bIMb OYeHKa pucka MoweHHu4Yecmsa nep-
COHasia, Ymo co3odaem ycsosus 0715 npume-
HeHUsl  PUCK-OPUeHMUPOBaHHO20 odxoda
fpu MOCMPOEHUU n1aHa ayouma.

KntoueBble cnoBa: 6aHKOBCKUU MepCoHast,
rpedyrpexdeHue  MOWeEHHUYeCmsa,  (hpoo-
MOHUMOPUH2, OUEHKa pucka, He3asucuMbil
ayoum.

Banking frauds are global and causes the most financial losses in the world. It is almost impossible to warn them at the level of intra-bank technological
means or regulations. In this regard, the problem of organizing an independent audit system is urgent. Independent audit is an important element of coun-
teracting fraud carried out by bank personnel. In the case of personnel fraud, it is extremely difficult for the internal audit service of the bank to ensure full
independence in actions and impartiality in judgment, so external audit of the bank by independent experts is of importance. The main characteristics of an
external audit are independence and objectivity, the ability to assess the risks of fraud by banking personnel, weaknesses in the functioning of the bank’s
cybersecurity system. In the course of an external audit, it is advisable to evaluate the effectiveness of the bank’s cybersecurity system towards reducing
the risk of bank personnel fraud. The system of independent audit should use the fraud database, filled in by the bank’s fraud-monitoring system, as well
as check the response of the relevant units of the bank to cases of fraud by banking personnel. The purpose of the bank’s fraud-monitoring system is to
prevent credit fraud, deposit fraud, remote banking fraud, bank card fraud, payment fraud, fraud related to fraudulent personnel activity. An integral part of
an independent audit system should be the assessment of risk of fraud by banking personnel. This creates the conditions for using a risk-oriented approach
when building an audit plan. Typical fraudulent actions of management and bank employees include misappropriation of assets and fraudulent financial
statements. To detect fraudulent financial statements in the banking sector, neural networks are widely used that can handle tasks without an algorithmic
solution; Bayesian networks used to detect anomalies; genetic algorithms used for binary classification; text mining, which is used for clustering and
anomaly detection. The current trend of detecting and preventing fraud is to use hybrid methods that use the strengths of different methods.

Key words: banking personnel, fraud prevention, fraud monitoring, risk assessment, independent audit.

MocTtaHoBKa npo6siemu. 3rigHo 3i 3BiTOM Aco-
uiauii ceptudpikoBaHUx paxiBLiB i3 po3cnigyBaHHA
Wwaxpavictea [1], y 2018 poui waxpainctea HaHecm
OpraHizauisim y BCbOMy CBITi (DiHAHCOBMX 36UTKIB Ha
3arasibHy cymy noHag 7 mnpg. gonapis CLA. 3rigHo
3 MM 3BIiTOM HaMbifbLLA KiSIbKICTb BUNAAKIB LUaxXpaii-
cTBa y (PiHAHCOBOMY CeKTOpi (DIKCYETLCA B BGaHKax,
NPUYOMY KiNbKICTb BUSIB/IEHMX BMNAAKIB LLUaxpalicTBa
3a y4yacTi 6aHKIBCbKOro nepcoHasty Habarato nepe-
BULLYE Ki/IbKICTb BMNaAKIB 30BHILLHbOIO LLIaXpaicTBa.
Ha >anb, nonepeanty LWaxpaincTtBo 6GaHKIBCbKOrO
nepcoHany Ha piBHi BHYTPILLHHLO6@HKIBCbKNX TEXHO-
NoriyHMx 3acobiB abo perfiaMeHTiB CbOrofdHi npak-
TUYHO HEMOX/UBO [2]. Y 3B’A3KY 3 MM HaA3BMYaiHO

aKTyaslbHOK Ta MPakTUYHO 3HaYyLow € npobnema
opraHisauji cucteMun He3asieXxHoro ayauTy ans none-
pemKeHHs WwaxpaicTea 6aHKiBCbKOro nepcoHarny.
AHani3 ocTaHHiIX pocnipkeHb i ny6nikauiii.
Mpo6nemi BUABIEHHS Ta NONepemKeHHs LaxpaiicTs,
IO 3AINCHIOTLCA NEePCOHasIOM GaHKy, MPUCBAYEHO
6arato npaub BiTUN3HAHMX i 3apyBIKHUX HAYKOBL,B Ta
npakTukie. OKpeMmnm acnektam Liei npobnemu npugi-
NAWTL yBary y csoix npausax b.®. Ycauy, M.A. Mapke-
BuY [3], T.M. bonrap [4], O.M. Pay, [5], M. ApoBeHko
[6], O. MoBuaH, M. Bonbcbka [7], K. ComyHane, P. Poc-
Hep, T. CexToH (Comunale C., Rosner R., Sexton T.)
[8], M. Kpambia-Kanapaic (Krambia-Kapardis M.) [9]
Ta iHwWi. MpoTe aHani3 HaykoBKX Mpaub Nokasas He[o-

' Po6oTa BuKOHaHa B paMkax Aepk6ioMKeTHOI HayKoBO-40CiAHOT po6oTu Ne 0118U003574 «Kibepbesneka B 60p0oTh6i 3 6aHKIBCLKMMU
LaxpaicTBaMm: 3aX1CT CNOXMBaYiB hiHAHCOBUX NOCAYT Ta 3POCTaHHS (hiHAHCOBO-EKOHOMIYHOT 6e3nekn YKpaiHu»
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B BYXTANITEPCbKUIA OBJIIK, AHAI3 TA AYANT

CTaTHICTb BUBYEHHS Uj€i Npo6aemMaTukm CTOCOBHO
0CO6/MBOCTEN MPOBEAEHHS HE3aNEXHOro ayauTy
ONS nonepe;keHHs Wwaxpancrea 6aHKiBCbKOro nep-
coHany. Lle 3ymOB/IOE HEOOXIgHICTbL MNoganbLunx
[OCNIMKEHDb Y LLbOMY Hanpsimi.

MocTaHoBKa 3aBpaHHA. MeTa cTarTi nonsrae B
[OCMiIKEHHI 0CO6/IMBOCTEl HEe3aNIeXHOro ayauty
ONS Nonepe;pKeHHs WwaxpancTea 6aHKiBCbKOro nep-
COHasly. OCHOBHMMU 3aBAAHHAMMW, LWO CAPUSIOTb
[OCSATHEHHIO NOCTaB/NEHOT METW, €. PO3rNsAL MeTo-
[iB OL|iHIOBaHHS CTaHy Kibep6esnekn 6aHky, po3rnisg,
0CO06/IMBOCTE BUAB/EHHS LIaxpaiicTea NepcoHasty B
6aHKax, 06rpyHTyBaHHSA HEOOXIAHOCTI 3acTOCyBaHHSA
30BHILLUHBOTO ayauTy A5 MNONepemKeHHs Laxpain-
CTBa 6aHKIBCbKOro nepcoHany.

Buknag OCHOBHOro martepiasly AOCAiIKEeHHS.
Y po6oTi [10] BHYTpIiLWHIA ayauT Kibepbesnekn 6aHKy
po3rnsgaeTbes Ak cuctema 36opy Ta aHanisy iHdop-
Mauii An19 BM3HAUYEHHA PIBHA 3aXULLEHOCTI 06'EKTIB
BHYTPILLHLOrO ayauTy — iHOpMAaLIAHUX aKTUBIB
Ta iHhopmaLiliHOi iHpacTpykTypy, a Takox 36e-
PEeXeHHs1 BMNacTMBOCTEN iH)OpMaLiiHUX aKTUBIB
(BOCTYNHOCTI, LjiicHOCTI Ta KoHdigeHLiiHOCTi). Moro
METOI0 € BU3HAYEHHS BIAMNOBIOHOCTI cucTemMn Kibep-
6e3nekn 6aHKy cTparerii Ta Lisiam GisfbHOCTI 6aHKy,
a 3aBAaHHAMW — HaJaHHA JOKasiB BignoBiAHOCTI cuC-
TeMu Kibepbe3nekn nonituui 6aHkKy, BUBYEHHS rapaH-
Tili cuctemn kibepbesnekn Ta onepauiinHoro cepega-
OBMLLA TOLLO.

Mu BBaXKaemMo, WO cucTtema kibepbesnekn 6aHky
NOBWHHA BifNoBiAaTn MixHapogHomy cTaHgapTy ISO/
IEC 27001 «¥YnpaBniHHA iHOpMaLIiHOK 6e3neKoo»
[11], Skuin MicTUTb cneumdikayii woa0 060B’A3K0BUX
noniTUK 6e3nekn, AKUX cig AoTpUMyBaTUCs GaHKy, a
TakoX [OKYMeHTaLilo LoA0 NpoueciB Ta npoueayp,
AKi MOBWHHI 3aCTOCOBYBaTMCA B 6aHKy Ha MOCTIliHil
OCHOBI. BHyTpiLLHIl ayauT Kibepbe3nekn 6aHKy noBu-
HEeH BU3Ha4uUTU CTYNiHb BiANOBIAHOCTI 6aHKY BUMOram
cTtaHaapTy ISO/IEC 27001 «YnpaBniHHS iHhopMa-
LiiHOK 6e3nekoto», a TakoX 6a3oBuii piBEHb Kibep-
6e3nekn 4119 NOAA/TbLIOIO BAOCKOHA/IEHHA CUCTEMM
Kibepbesnekn 6aHky. NS ubOro BHYTPIWHIA ayouTt
Kibepbesnekn 6aHKy NOBMHEH BUKOPWUCTOBYBATU Bif-
noBigHi MeToAM OLiHIOBaHHSA MOTOYHOI cuUTyauil B
cthepi kibepbe3nekn 6aHKy, HEOOXiaHI A1 NPUAHATTA
06I'pYHTOBaHNX yNpPaBAiHCbKMX pilleHb [12].

MeTog aHani3y po3puBiB MOXe OyTu BUKOpPUCTa-
HWii ayamTopom y cdoepi Kibepbe3neku Ans OUiHKK
TOrO, HackKiNbku 6aHK [OTPUMYETBLCA BUMOT KiGep-
6e3nekn. OTpyMaHwii y pesynbraTi aHasi3y po3puBiB
ayaMTOPCbKMWiA 3BIT MICTUTb ciepy QisiSIbHOCTI GaHKy,
B SKMX BUMOrY Kibepbe3nekn ycnillHO BUKOHYIOTbCS,
a TakoX pekoMeHAaLji LWoAO0 3a[0BOMEHHSA BUMOT
Kibep6esneku, WO He BUKOHYHOTLCS.

MeTog, OUiHKN pU3UKY MOXe ByTu BMKOpUCTaHWiA
[ONS OUiHIOBAHHSA PIBHSA NMOTEHLINHOIO pU3nKy Kibep-
LWaxpaiicTBa B po3pi3i nepcoHasty, 6aHKIBCbKMX Npo-
LeciB | TEXHOMOrIA, a TakoX BMN/IMBY, SKWUIA BiH MOXe

MaTh Ha (UYHKLiOHyBaHHA GaHky. Lleli meTton pae
3MOry oTpumaTty BiAnoBiAb Ha MUTAHHSA, HAaCKINbKM
eeKkTMBHO cucTemMa kKibepbe3snekm GaHKy 3MEeHLUYe
py3uKK KibepluaxpalicTBa, a TakoX HaCKiflbku 3axu-
LeHuMKn € iHdhopMaliiiHi akTBM Ta iHhopMauiiiHa
iHbpacTpyKTypa GaHkKy.

AK 3a3HayeHo B pob6oTi [3], y pasi waxpaicTea
nepcoHany Ccnyo6i BHYTPILWHbLOIO ayauTy OGaHKy
BaXKO 3a6e3MeynTn MOBHY He3aNexXHiCTb Yy Aiax i
HeynepemKeHiCTb Y CYMKEHHAX, TOMY 0CO6/IMBOro
3Ha4YeHHs1 HabyBa€e 30BHILLHIN ayauT 6aHKy He3anex-
HUMW eKcriepTamu, Lo € MOLUMPEHO MPaKTUKOK B
iHO3eMHUX 6aHkax. [o Toro X y MbkHapogHoMmy cTaH-
JapTi NpodecinHOT NPaKTUKN BHYTPILLHLOIO ayauTy
1200 «[llpocpeciiiHa KOMMNETEHTHICTb Ta HasiexHa
peTesibHICTb» 3a3HauvyeHo, L0 «BHYTPILHI ayauTopu
NOBMHHI MaTtu AOCTaTHi 3HaHHA Ans Toro, wob ouji-
HAUTW pPU3MK LIaxpainctea Ta CMNOCI6 ynpa.iHHA
TakuMm puU3MKOM B opraHisauii, ane He nepepbava-
€TbCH, WO BHYTPILUHIA ayauTOp MOBUHEH BOJOAITK
Takol X KOMMETEHLiE, Wo i ocoba, OCHOBHUM
060B’'SI3KOM SIKOT € BUWSIBIEHHS Ta pPO3ChidyBaHHS
(pakTiB WwaxpancTea» [13]. OCHOBHMMM xapakTepuc-
TMKaMu 30BHILLHbOTO ayauTy €:

1) He3aNEeXHICTb | 06’EKTMBHICTb (HE3aaHraxoBa-
HICTb Y CYKEHHSAX);

2) BOOCKOHA/IEHHST CUCTEMM Kibep6es3nekn GaHKy,
Wo nepegbavyae MOX/IMBICTb OUIHATU PU3MKU LLAX-
paiictBa 6aHKIBCbKOro nepcoHasy, cnabki CTOPOHU
cuctemm Kibepbesnekn 6aHKy Ta gatv pekomeHgaui,
crnpsAMoBaHi Ha NiABULLLEHHA e(DEKTUBHOCTI CUCTEMM
Kibepbesnekn 6aHky.

3anyyeHi HesanexHi ekcnepty, WO cnewianisy-
I0TbCA Ha BUSB/IEHHI LlaxpaliicTBa B 6aHKy, 4acTo
BUKOPUCTOBYIOTb CUCTEMM (PPOL-MOHITOPUHTY iH(pOP-
Mauii, oTpumaHoi 6aHKOM Mig Yac BefeHHs GisHecy
[4]. MeTolO (hpoa-MOHITOPUHIY B HaHKy 3rigHo 3 [5]
€ nonepepKeHHs LWaxpancTea nig Yyac HagaHHsA kpe-
ANTiB, WaxpaiicTea nig Yac 34iRCHEHHS Aen03UTHUX
onepauiii, waxpaicTea y cdepi gucTaHuUinHoro 6aH-
KiIBCbKOro 06C/yroByBaHHSl, LiaxpainctBa 3 6aHKiB-
CbKMMU NAATDKHUMK KapTkamu, Laxpaictea nig vac
3AiICHEHHA pO3paxyHKOBUX onepaviii, LwaxpaiicTsa,
NoB’A3aHOr0 3 HEeMnpaBOMIPHUMW AisiMA NEepCoHasy
TowWwo. Y po6oTi [6] HaBeAeHO nepenik 06’ekTiB, SKi,
Ha OyMKy aBTopa, [OUISIbHO MepeBipATU CUCTEMOHD
hpoa-MOHITOPUHTY:

— aKTUBHICTb PaxyHKy, KON NEPCOHa/T Y BNACHNX
LiISX BUKOPUCTOBYE «CMNSAYI PaxyHKn»;

— BNTACHUKM pPaxyHKiB, SIKLLO B/IACHUK MPUCYTHIi
Yy «4OPHOMY CMUCKYy» abo € iHO3eMueM, NOMEPIUM
TOLWO;

— NiMiTV 3a onepauisiMu, Lo 34iACHIOTLCS 3riAHO
3 BMMoramu HauioHanbHoro 6aHky Ykpainu, nonitu-
KO0 6aHKy, MocagoBUMU IHCTPYKLAIMW TOLLLO, B pe3y/ib-
TaTi Yoro BUSIBNSIOTLCSA HAA/IMLLKK 3a AiMiTamu;

— aKTMBHICTb 6aHKiBCbKMX CNIBPOBITHUKIB Ha
npeamMeT AO0TpMMaHHA 6aHKIBCbKMX HOPMaTuUBIB,
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IHOPACTPYKTYPA PUHKY

AKi CMIBPOBITHNK MOXe NepeBuLLlyBaTh Yu HeLOBU-
KOHyBaTH;

— onepauii npauiBHUKIB Ha BiAMOBIAHICTb HaNEX-
HUM M Npasam AOCTyny;

— onepauii nNpauiBHMKIB Ha BiANOBIAHICTbL MNOAI-
Tnui 6e3nekn GaHky.

Pe3ynbtatn poboTtn cuctemu Opos-MOHITOPUHTY
HaKoMMUyTbCsl B 6a3i AaHuX Laxpaiicts, 06pobnsi-
I0TbCA Ta HaAcunalTbCA BigNOBIAHUM Nigpo3ginam
6aHKy. Lle gae 3mory 6inbll HiX Ha 50% 3HU3UTK
hiHaHCOBI 36MTKM Big, WaxpaiicTea nepcoHany [1]. Ak
3a3HayeHo B poboTi [4], BUSIBNEHHSA aHOManiin nose-
AIHKN CcniBpOBITHUKIB BaHKy € NpMBOAOM 418 AojaTt-
KOBOI nNepeBipk/ [AiA/IbHOCTI  LUMX CMiBPOBITHUKIB.
Mu BBaXKaEMO, WO Yy MPOLUECI 30BHILUHLOrO ayauTy
AOUINIbHO OUiHIOBaTU eqIEKTUBHICTL CUCTEMU KiGep-
6e3nekn 6aHKy B HanpsiMi 3MEHLUEHHS PU3UKY Llax-
paiicTBa nepcoHasy 6aHky.

3rigHo 3 MoNOXEeHHAM 3 MiKHapoAHOI NPakKTUKK
ayamty 1006 «AyauT (oiHAaHCOBMX 3BITiIB GaHKy»
TUNOBI LWaxpaWcbki Ail ynpaBaiHCbKOro nepcoHany Ta
npauiBHMKIB 6aHKy BK/IOYaoTb y cebe [3]:

1) He3aKOHHe NpPUBNACHEHHS aKTUBIB:

— [eno3nTHi onepadii: MackyBaHHS BKNagiB; HEB-
[OoOpaXeHHA [eno3unTiB y 06/1iKy; Kpagpkka 4enosu-
TiB K/IEHTIB; HENPaBU/bHE BU3HAYEHHS BiACOTKIB 3a
BK1a4amu;

— KpeauTHi onepavujii: HafaHHa KpeauTy Ha nig-
po6rieHi Y HEe3aKOHHO OTPUMaHi JOKYMEHTM; NO3WKN
PIKTUBHMM  NO3NYasIbHUKaM; NPOAAX 3aCTaBHOro
MaliHa 3a LiHOH0, L0 HWKYa 3a PUHKOBY; MiaKynu A4S
OTPVMAaHHS 3BifIbHEHHS Bif 3acTaBW YM ANs1 3MEH-
LWEeHHA CyMM MO30BY; He MoAaHHA iHdhopMmaLii npo
3acTaBHe MaliHO A/11 BHECEHHSA i y AepXaBHi pee-
CTPU OOTSHKEHb; 3aBMLLEHHSA BapTOCTi akTuBIB, L0
OLiHIOIOTLCA 3 METOK0 Nepefadi y 3actasy A/19 OTpu-
MaHHS KpeguTy; NOMU/IKU Y BU3HAYEHHI (hiHaHCOBOrO
CTaHy Ta Knacy nosnyasibHuKa;

— MOTOYHI paxyHKW: He3aKOHHe nNpuBMACHEHHS
KOLWTIB i3 paxyHKiB, 3a fIKUMW 4acTo MPOBOAATLCA
TpaH3akuir;

2) HenpaBavBe BifoOGpaXkeHHs (hiHaHCOBOI 3BITHOCTI:

— HaBMWCHI BUKPUBIEHHS;

— MPOMNYCK 3arasibHUX CyM;

— BUMNpaB/ieHHsA 06MIKOBUX 3anucis;

— HEeKOpeKTHe Bifo6paXeHHs NO3MK Ha paxyHKax
MPOCTPOYEHOI UM CTPOKOBOI 3a60ProBaHoCTiI.

AK nokasaHo Ha pwuc. 1, Haibinbwe 36UTKIB Y
cBiTi B 2018 poui 6yno 3anogisHo yepes Taki TMnu
WwaxpaiicTBa nepcoHany, sk [1]: HenpaBguse Bigo-
6paxeHHs diHaHcoBOT 3BIiTHOCTI (10% BMNaaKiB),
Kopynuis (38% BuNaakKiB), HE3aKOHHE NPUBIACHEHHSA
akTuBiB (89% BMNaakKiB).

Taknm 4MHOM, 0118 NOMEpPEemMKEHHS LuaxpancTs
6aHKIBCbKOro nepcoHasly cknagoBol YaCTUHOK CUC-
TEMW HE3a/IeXHOro ayauTy Mae OyTu OLiHIOBaHHS
pY3uKy LLaxpaicTBa NepcoHasty B HanpsiMax Henpas-
AMBOro BiA06paxeHHs (hiHaHCOBOI 3BITHOCTI Ta He3a-
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3BITHOCTI

Puc. 1. MegiaHa chiHaHCOBUX 36UTKIB
3a TMNaMy Wwaxpancrea nepcoHany

KOHHOTO MpUB/ACHEHHs akTuBeiB. Lle cTBoptoe ymoBU
[ANs BUKOPUCTaHHSA pPU3KK-OPIEHTOBAHOTO Nigxoay nif
yac nobyanosu nnaHy ayauty. Y pobori [14] HaBegeHa
HEUITKO-MHOXWMHHa Mogenb, nobygoBaHa Ha OCHOBI
iHOMKaTOPIB PU3MKY LUaxpaicTBa NepcoHasy, Hase-
JeHux, Hanpuknag, y [7], Aka Hajae cucteMi Hesa-
NEXHOro ayanTy MOXMBICTb OLIHUTY PU3UK LLaxpai-
CTBa GaHKIBCbKOrO NepcoHasy Ta BU3HAYUTM OCHOBHI
cpepu, WO Hanbinble cnpusloTb Waxpaictey. Ha
Hally [OYyMKYy, CUCTEMA He3a/leXHOoro ayauty nns
nonepeKeHHs WaxpaicTB 6aHKiBCbKOrO NepcoHany
NMOBMHHA BMKOPUCTOBYBATU 6asy gaHuX, 3aroBHEHY
cUCTEMOI0 POA-MOHITOPUHIY, a TakoX NepeBipsTy
peakuito BignoBigHNX Nigpo3ainis 6aHKy Ha BUNaaKu
LaxpancTB 6aHKIBCbKOro nepcoHasny.

Y po6oTi [15] 3a3Ha4aeTbCA, WO 418 BUAB/IEHHS
BMKPUB/IEHb (DIHAHCOBOT 3BITHOCTI B 6GaHKIBCbKIi
cdhepi LUMPOKO 3aCTOCOBYHOTLCA HEMPOHHI MepeXxi, Sk
3[aTHi Bnoparucs i3 3agadamu 6e3 asiropuTmMivyHOro
pilleHHs1; 6aliecoBi Mepexi, L0 BMKOPUCTOBYHOTbCS
ONS BUSIBNIEHHA aHOMaUTii; TEHETUYHI aflfopUTMK, SKi
BMKOPMCTOBYHOTLCS N5 GiHapHOT Knacudikauil; TeKCT
MaPHiHr (text mining), sSKniA BUKOPUCTOBYETLCSA A4J1A
KnacTepu3sauii Ta BUSIBNEHHA aHoMmanidi. CydacHoto
TEHAEHLIED BUSABMEHHS Ta NONepemkeHHs axpai-
CTBa € BMKOPUCTAHHSA TiGPUAHUX METOAIB, SKi BUKO-
PUCTOBYOTb CU/IbHI CTOPOHW Pi3HNX METOAIB.

Ha Hawy [ymKy, ONns BUWSIB/IEHHS LuaxpaicTea
nepcoHasny y NpoLeci He3aexHoro ayauty AoUifibHO
TaKOX BUKOPWUCTOBYBATW Tak 3BaHi «30/10Ti NpaBuia»
aygutopa, Wo BMMaraloThb Big Hboro [16]:

— HamaraTucs 3'acyBatu NPUUVHY BigXWU/EHb;

— He po3rnsjatv NUTaHHA OO0BipM [0 Noaen
TiNIbKM 3@NeXxHO Bif iXHbOro cTaHoBMLA B CYyC-
ninbCTBI;

— He npunyckatnucs AyMKW, WO LWaxpanicTBo
HEMOX/IMBE Ha LibOMY MiANPUEMCTBI;

— Big4yBaTn 0COBUCTY BiANOBIfANBHICTbL 3a BUAB-
JNIeHHs WwaxpalicTsa,;

— Yy pasi BUSIBNEHHA NOTEHUINHMX Npo6/eM nocu-
JINTN KOHTPO/Ib 3 METOK 3HWKEHHS PU3UKY;

— 3HaTu cuTyauji, Lo CynpoOBOLKYOTLCA 3HAYHUM
pY3UKOM LLaxXpaincTBa, Ta ix 03HaKu.
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BucHOBKM 3 npoBefeHoro gocnimkeHHs. OTxe,
3a pesy/ikTatamMu NPOBEAEHON0 AOCIIKEHHS MOXHA
3pobuUTK Taki BUCHOBKW Ta pekomMeHpauii. Migreep-
[DKEHO, L0 He3a/IeXHUIA ayanT € BaX/IMBUM e/IeMeH-
TOM MNPOTMAIT LWaxpancTsy, sike 34iINCHIOETLCA nep-
coHanom GaHky. BiH OUiHIOE eeKTMBHICTL CUCTEMM
Kibepbesnekn 6aHKy 3 MOrsgy 3MEeHLUEHHS PU3UKY
LaxpaicTBa nepcoHasly 6aHKy. BcTaHoBneHo, WO
B CMCTEMI HE3a/IeXHOro ayauTy LOUiSIbHO BUKOPUC-
TOBYBaTW Cy4yacHi MeTOAM BUSB/IEHHSA Ta nonepeg-
XXEHHS WaxpancTBa nepcoHany. [lo HUX HanexuTb
ctaHgapT ISO/IEC 27001 «YnpaBniHHA iHGOpMa-
LjiliHOKO Ge3nekolo», METOA, aHasi3y po3puBIB, METOA
OLiHKN pU3KKiB, cuctema OPoA-MOHITOPUHTIY TOLO.
CBoeyacHe nNpoBeAEeHHS 3ax0A4iB  30BHILLIHLOIMO
ayauTy 3 BUKOPUCTAHHSAM LMX METOZLIB [a€e 3Mmory
3HU3WTK PiBEHb LUaxpaiicTea Ta NigBuWUTY BignoBi-
AaNbHICTb 6aHKIBCbKOro nepcoHasny. Ocob6nnBo nep-
CMEKTUBHUM € PU3UK-OPIEHTOBaHWIA NigXig, Ha OCHOBI
SIKOro AOoUiSIbHO ckiagartu nnaH ayauTy. BiH BUkopuc-
TOBYE MOZAE/Tb OLiHKM PU3NKY, MO6yA0BaHy Ha OCHOBI
iHOMKaTOPIB PU3UKY LIaxpalicTBa NepcoHasy, Ta gae
MOX/IMBICTb BM3HAUUTK cdpepu, ki HalibinbLle cnpu-
SA0Tb WaxpancTBy 6aHKIBCbKOro nepcoHany.

BIBMIOrPA®IYHNIA CMINCOK:

1. 2018 Report to the nations on occupational fraud
and abuse, Association of Certified Fraud Examiners
(ACFE). URL: https://s3-us-west-2.amazonaws.com/
acfepublic/2018-report-to-the-nations.pdf (gata 3Bep-
HeHHs: 29.11.2019).

2. CnpuTHICTb pyK: TOM-CXeMu Llaxpaictea B 6aH-
Kax. Financial club. URL: https://finclub.net/ua/priama-
mova/sprytnist-ruk-topskhemy-shakhraistva-v-bankakh.
html (gata 3BepHeHHs: 29.11.2019).

3. Ycau B.®., MapkeBuy M.A. BuasneHHs hakTis
LIaxpaicTBa y KOHTEKCTi ayanTy (piHaHCOBWX 3BITiB 6aH-
KiB. BiCHUK XKUMOMUPCbKO20 0epxxasHo20 MEXHO/102i4-
Hoeo yHisepcumemy. Cepisi «EkoHOMIYHI Hayku». 2010.
Ne 3 (53). C. 253-255.

4. bonrap T.M. Ya0CKoHasIEHHA MOHITOPUHTY GaHKiB-
CbKOT0 KpeAnTHOro npouecy. AkademivHull 02/150. 2013.
Ne 2 (39). C. 36-42.

5. Pay O.M. [ocnigkeHHs1 ocobnvBocTeld opraHi-
3auii Ppoa-MOHITOPUHTY B CUCTEMI YNpaB/liHHA €KOHO-
MiYHOKO 6e3nekot0 6aHKy. KoMyHa/lbHe 20Crnodapcmso
micm. 2016. Bunyck 127. C. 33-38.

6. ApoBeHko M. Po3pobka iHhopmauiiiHoi mogeni
BMSIB/IEHHA O3HAK LUaxpaicTBa y 6aHkax. IHBecmuyir:
npakmuka ma docsid. 2018. Ne 14. C. 23-28.

7. MoBuaH O., Bonbcbka M. LlaxpaiicTBO, SK 0MH 3
HaWbiNbLIMX pU3KKIB, @60 SK HE NPOr'aBUTK FOSI0BHY NPO-
6n1emy nig yac NpoBeAEHHS BHYTPILWHLOrO ayamTy. URL:
https://www.iia.org.ua/wp-content/uploads/2017/04/
Fraud-as-one-of-biggest-rist.pdf  (gata  3BepHeHHs:
29.11.2019).

8. Christie L. Comunale, Rebecca L. Rosner,
Thomas R. Sexton. The Auditor’s Assessment of Fraud
Risk: A Fuzzy Logic Approach. Journal of Forensic &
Investigative Accounting. 2010. Vol. 2, Issue 3, Special
Issue. P. 95-140.

9. Krambia-Kapardis M. A fraud detection model: a
must for auditors. Journal of Financial Regulation and
Compliance. 2002. Vol. 10, no. 3. P. 266-278. DOI:
10.1108/13581980210810256.

10. Kpuknii  O.A., TMaBnexHko J1.4. BHyTpiWwHii
ayauT SIK NpPeBeHTMBHA CKNagoBa B CUCTEMI Kibep-
6e3nekn 6aHky. O6siK i ¢hiHaHcu. 2019. Ne 2 (84).
C. 124-133.

11. Cranpgapt ISO/IEC 27001:2013. URL: https://
intercert.com.ua/articles/posts/292-standart-iso-
iec-27001-2013 (pata 3BepHeHHs: 29.11.2019).

12. Monique Magalhaes. Cybersecurity assessments
and audits: everything you need to know. URL:
http://techgenix.com/cybersecurity-assessments-and-
audits/ (pata 3BepHeHHs: 29.11.2019).

13. MixHapogHi cTaHgapTu npodpeciiiHoi  npak-
TUKN BHYTpiWHbOro ayauty. URL: https://na.theiia.org/
translations/PublicDocuments/IPPF-Standards-2017-
Ukrainian.pdf (nata 3BepHeHHs: 29.11.2019).

14. TpyyeHko K. HeYiTKO-MHOXWHHUIA ~ MeTopq,
OL|iHKM PiBHA PU3MKY LlaxpaiicTBa 6aHKIBCbKOro nepco-
Hany. Mpuasoscbkull eKkoHOMIYHUl BicHUK. 2019. Ne 3
(14). C. 451-456. URL: http://pev.kpu.zp.ua/vypusk-14
(nara 3BepHeHHs: 29.11.2019).

15. M'puuenko K.I. AHani3 MeToaiB BUSB/IEHHA LUax-
paiicTB y 6aHKaXx, L0 34iiCHIOITLCA NEPCOHAIOM GaHKy.
IHghpacmpykmypa purky. 2019. Bunyck 34. C. 333-337.
URL: http://www.market-infr.od.ua/uk/34-2019 (parta
3BEpPHEHHS: 29.11.2019).

16. l'ytyaint E.M. AyauT: KoHUENuwms, npobnembl,
3ohbekTnBHOCTL, CcTaHgapTel. Mocksa: 2/INT 2000;
FOHUTW OAHA. 2002.

REFERENCES:

1. 2018 Report to the nations on occupational fraud
and abuse, Association of Certified Fraud Examin-
ers (ACFE). Available at: https://s3-us-west-2.ama-
zonaws.com/acfepublic/2018-report-to-the-nations. pdf
(accessed 29 November 2019).

2. Sprytnist ruk: top-skhemy shakhraistva v bankakh
[Dexterity of the hands: top schemes of bank fraud].
Financial club. Available at: https://finclub.net/ua/
priama-mova/sprytnist-ruk-topskhemy-shakhraistva-v-
bankakh.html (accessed 29 November 2019).

3. Usach B. F., Markevych M. A. (2010) Vyiavlen-
nia faktiv shakhraistva u konteksti audytu finansovykh
zvitiv bankiv [Detecting fraud in the context of auditing
banks’ financial statements]. Visnyk Zhytomyrskoho
derzhavnoho tekhnolohichnoho universytetu. Seriia
“Ekonomichni nauky”, no. 3 (53), pp. 253-255.

4. Bolhar T. M. (2013) Udoskonalennia monitorynhu
bankivskoho kredytnoho protsesu [Improvment the
monitoring of the banking credit process]. Akademichnyi
ohliad, no. 2 (39), pp. 36-42.

5. Rats O. M. (2016) Doslidzhennia osoblyvostei
orhanizatsii frod-monitorynhu v systemi upravlinnia eko-
nomichnoiu bezpekoiu banku [Investigation of peculiari-
ties of organization of fraud-monitoring in the system of
management of economic security of the bank]. Komu-
nalne hospodarstvo mist, issue 127. pp. 33-37.

6. Yarovenko H. M. (2018) Rozrobka informatsi-
inoi modeli vyiavlennia oznak shakhraistva u bankakh
[Development of the information model for detection

707




IHOPACTPYKTYPA PUHKY

fraud signs in the banks]. Investytsii: praktyka ta dosvid,
no. 14, pp. 23-28.

7. Movchan O., Volska M. Shakhraistvo, yak odyn
z naibilshykh ryzykiv, abo yak ne progavyty holovnu
problemu pid chas provedennia vnutrishnoho audytu
[Fraud as one of the biggest risks, or how not to miss
the main issue during an internal audit]. Available at:
https://www.iia.org.ua/wp-content/uploads/2017/04/
Fraud-as-one-of-biggest-rist.pdf (accessed 29 Novem-
ber 2019).

8. Christie L. Comunale, Rebecca L. Rosner, Thomas
R. Sexton (2010) The auditor’s assessment of fraud risk:
a fuzzy logic approach. Journal of forensic & investiga-
tive accounting, vol. 2, issue 3, special issue. P. 95-140.

9. Krambia-Kapardis M. (2002) A fraud detection
model: a must for auditors. Journal of financial regula-
tion and compliance, vol. 10, no. 3, pp. 266-278. DOI:
10.1108/13581980210810256.

10. Kryklii O. A., Pavlenko L. D. (2019) Vnutrishnii
audyt yak preventyvna skladova v systemi kiberbezpeky
banku [Internal audit as a preventive component in the
bank’s cybersecurity system]. Accounting and finance,
no. 2 (84), pp. 124-133.

11. Standard ISO/IEC 27001:2013. Available at:
https://intercert.com.ua/articles/posts/292-standart-iso-
iec-27001-2013 (accessed 29 November 2019).

yli):1| Bunyck 37. 2019

12. Monique Magalhaes. Cybersecurity assess-
ments and audits: everything you need to know. Avail-
able at: http://techgenix.com/cybersecurity-assess-
ments-and-audits (accessed 29 November 2019).

13. Mizhnarodni standarty profesiinoi praktyky vnu-
trishnoho audytu [International standards for the pro-
fessional practice of internal auditing]. Available at:
https://na.theiia.org/translations/PublicDocuments/
IPPF-Standards-2017-Ukrainian.pdf (accessed
29 November 2019).

14. Gritsenko K. H. (2019) Nechitko-mnozhynnyi
metod otsinky rivnia ryzyku shakhraistva bankivskoho
personalu [Fuzzy method of fraud assessment of bank
personnel]. Pryazovskyi ekonomichnyi visnyk, no. 3
(14), pp. 451-456. Available at: http://pev.kpu.zp.ua/
vypusk-14 (accessed 29 November 2019).

15. Gritsenko K. H. (2019) Analiz metodiv vyiavien-
nia shakhraistv u bankakh, shcho zdiisniuiutsia per-
sonalom banku [Analysis of methods of fraud detec-
tion of bank personnel]. Infrastruktura rynku, issue 34.
pp. 333-337. Available at; http://www.market-infr.od.ua/
uk/34-2019 (accessed 29 November 2019).

16. Guttsayt E.M. (2002) Audit: kontseptsiya, prob-
lemy, effektivnost', standarty [Audit: concept, problems,
efficiency, standards]. Moscow: ELIT, UNITY DANA.
(in Russian)



B BYXTANITEPCbKUIA OBJIIK, AHAI3 TA AYANT

Gritsenko Konstantin

Candidate of Technical Sciences, Associate Professor,
Senior Lecturer at Department of Economic Cybernetics
Sumy State University

RESEARCH ON THE FEATURES OF INDEPENDENT AUDIT
TO PREVENT FRAUD OF BANKING PERSONNEL

The purpose of the article. The purpose of the article is to investigate the features of an independent audit
to prevent fraud of banking personnel. The main tasks that should contribute to the achievement of this goal
are: consideration of modern methods of assessing the state of cyber security of the bank, consideration of the
features of detection of fraud personnel in banks, justification of the need for external audit to prevent fraud of
banking personnel.

Methodology. In this study, we have used systematization and comparative analysis. Gap analysis and
risk assessment are used to assess the state of bank’'s cybersecurity. This creates conditions for using a
risk-oriented approach when building an audit plan. The mathematical apparatus (neural networks, Bayesian
networks, genetic algorithms, text mining) used in the economic-mathematical methods to identify fraudulent
financial statements in the banking sector also was considered.

Results. It is shown that the internal cybersecurity audit of the bank should reveal the degree of compli-
ance of the bank with the requirements of ISO/IEC 27001 “Information Security Management”, as well as the
basic level of cybersecurity for further improvement of the bank’s cybersecurity system. It is shown that it is
extremely difficult for the internal audit service of the bank to ensure full independence in actions and impar-
tiality in judgments therefore external audit of the bank by independent experts is of importance. In the course
of external audit, it is advisable to evaluate the effectiveness of the bank’s cybersecurity system, in particular
in the direction of reducing the risk of bank personnel fraud. It is revealed that an integral part of the system
of independent auditing for the prevention of bank fraud is to assess the risk of fraud of banking personnel in
the areas of misappropriation of assets and fraudulent financial statements. It is shown that, based on person-
nel’ fraud risk indicators, an independent audit system can assess the risk of fraud by banking personnel and
identify the main areas that are most conductive to fraud. Hybrid methods that use the strengths of different
economic-mathematical approaches are best for identifying bank personnel fraud.

Practical implications. The author believes that timely conduct of external audit activities using the pro-
posed approaches (gap analysis, risk assessment, fraud monitoring system and risk-oriented approach when
building an audit plan) will reduce fraud and increase the responsibility of bank personnel.

Valueloriginality. The world’s largest financial losses have been caused by fraud of personnel: fraudulent
financial statements, corruption and misappropriation of assets. In our work, we considered a very significant
issue of prevention of bank personnel’ frauds. Independent audit is an important element of counteracting
fraud of bank personnel. Unfortunately, there is currently no researches on the features of independent audit
to prevent fraud of banking personnel. We have analyzed main features of independent audit to prevent fraud
of banking personnel and have proposed ways to improve it.
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